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Abstract. Industrial processes are among the most complex systems,
for they are dynamic, nonlinear and comprise many interdependent parts.
In the scope of the contemporaneous fourth industrial revolution, known
as Industry 4.0, the trend is to integrate Artificial Intelligence and hyper-
connectivity to intelligently exploit any available system’s resources. A
key issue for system management is the control of anomalies, which may
cause severe failures if not corrected rapidly, or affect product quality;
defining and knowing how to handle them is thus of major importance.
In this paper, we propose to apply Machine Learning-based unsupervised
clustering to industrial data to automatically identify the anomalies his-
torically encountered; this is expected to help understand the system and
define a framework for diagnosis of failures. We show that unsupervised
clustering is able to detect salient groups of data, which can therefore
be classified as anomalies by comparing them to the regular system’s
behaviors, obtained using another round of unsupervised clustering.

Keywords: Machine Learning - Industry 4.0 - Automatic diagnosis -
Anomaly detection - Unsupervised clustering - Data Mining.

1 Introduction

With the global trend of production optimization and resource usage reduction,
the industrial sector is mutating in depth: more and more projects emerge to
propose new, innovative ways to handle these keys issues [I4]. To that purpose,
one may consider two fashions to operate [13]: 1) Always keep a vigilant eye on
the systems to master them and control how they evolve; 2) Build predictive,
automatic models to estimate their future evolution and react accordingly.

The first point corresponds to what is often done in most industries: senior,
highly experienced technicians regularly check the state of the processes, and
mechanically operate the actuators so as to keep them in their operating areas.
Constant monitoring is commonly used, but it is expensive, and when a senior
operator leaves or retires, his or her knowledge does as well, knowledge which may

* This paper has received funding from the European Union’s Horizon 2020 research
and innovation program under grant agreement No 869886 (project HyperCOG).
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be hard to replace. Likewise, due to systems’ intrinsic complexity, a small change
in a process may get worse if not handled properly, and cause severe failures by
snowball effect; unfortunately, such small changes might not be visible before it
is too late to prevent them from affecting the other processes, which can thus
only be handled afterwards, when their negative effects become noticeable [4].

Although real-time analysis by an expert is the actual "standard" way to
monitor industrial systems, new possibilities emerge with the development of
the Artificial Intelligence sector [I]. Nowadays, the industrial sector is turning to
the integration of Machine Learning, and Artificial Intelligence more generally,
alongside highly connected systems. Such combination provides the basis of a
new industrial revolution, known as Industry 4.0, which aims to globally improve
system management, by better exploiting the production units, while proposing
smart, cognition-oriented tools to handle and control them [3].

In that scope, a common problem one may encounter with any industrial
system is process drift, i.e. when it evolves toward an unwanted direction [Ig].
Such events are detrimental to the industrial efficiency and product quality, and,
as such, operators strive to prevent them from occurring, or, if not possible, strive
to correct them as soon as possible. They are aptly assimilated to anomalies,
in comparison to the normal way a system was crafted to behave; identifying,
handling and correcting these anomalies is a cornerstone of system management,
quality assessment, and is a key to help improve production chains [15].

There might be several ways to define and point out such anomalies, but
intuition would assimilate them as any system drift, i.e. when any sensor reaches
an unwanted range of values. Assuming a system behaves "normally" most of
the time (i.e. in the way it was crafted for), most of its sensors’ states (data)
should take very similar values, contained within a restricted interval, whilst the
abnormal events should not. Consequently, one may identify and isolate them by
searching for salient regions in the feature space, where some data would form
local, compact groups, apart from the largest ones (the regular "behaviors").

In the context of anomaly detection and assisted diagnosis, the first step
consists in defining the different anomalies the system may encounter; to that
purpose, assuming they form local groups of data, isolated from one another,
we propose to use data-driven unsupervised clustering to isolate and classify
the anomalies a system may encounter. Indeed, these Machine Learning-based
algorithms aim to automatically regroup data sharing similarities into compact
groups. With that definition of anomaly, unsupervised clustering seems to be
the most appropriate way to automatically isolate and point out the events of
a system [11I]. Then, we propose to use higher level unsupervised clustering to
identify the behaviors of the system (ground truth), to which the clusters can
be compared to so as to classify them as either an anomaly or a true behavior.

We will begin this study by an overview of the already-existing techniques
for anomaly detection, then we will introduce with more details the concept of
unsupervised clustering and our proposed method for anomaly detection, and
we will apply it to real industrial data, collected within the European project
HyperCOG (introduced in section , and we will finally conclude this paper.



Automatic Anomaly Detection in Industry 4.0 3

2 State-of-the-Art

When dealing with dynamic processes, such as industrial ones, fault diagnosis
is of major importance, for an error should be corrected before it propagates
and affects the other systems. An "anomaly" can either refer to system’s fault
or abnormal product’s attribute; for the latter, for instance, a micro-crack on a
telescope lens is such an anomaly; for the former, when a process gets out of its
nominal range, this may impact product quality, or even the whole system.

With dynamic processes, the notion of anomaly can therefore be reduced as
a state when some sensors take abnormal values, outside their nominal ranges.
Such event can occur when a system is wrongly controlled, or even just by itself,
especially with chemical compounds which may react differently than expected,
due to the inertia of the chemical reactions. That last example illustrates what is
known as a drift, i.e. when a process takes an unwanted direction for any reason;
drifts are very common with industrial, dynamic systems. Such drifts may be
the commonest sort of anomalies one may encounter with dynamic systems.

With that definition, the simplest way to identify the anomalies encountered
by a system is certainly by comparing them to its regular behaviors (that one
may call modes): an anomaly is therefore whatever differs from them.

In that scope, [3] proposed to use a Petri Net to build a dynamic model,
which learns by example through time. Starting from a manual net, the model
adds the different states the system passes through over time as new nodes.
Although relevant, this approach relies on a manual initialization, which may
be case-dependent, and the learning stage is ambiguous, since it does not really
propose a way to distinguish between regular behaviors and abnormal anomalies.

In the same vein, [I6] proposed HyBUTLA, which trades the Petri Net of [3]
for a more classic finite-state automaton, but extended to the domain of hybrid
systems (i.e. containing both analog and digital processes).

The main drawback of the approaches based on models is that it is generally
difficult to identify the regular modes (behaviors) of a system, and to isolate the
anomalies then. As a consequence, [2] proposed to apply unsupervised cluster-
ing to classify the data of a sensor through time, and then apply more classic
statistical distribution functions to propose a model to the sensor, which can
then be used to follow its temporal evolution. This tool was later integrated to
a dedicated interface, named the SCADA method [I0].

Some works preferred using Deep Learning for anomaly detection [I5/17],
but, as usual in that domain, it requires many labeled and classified examples
for the training, which is prohibitive in an unknown context such as ours.

Finally, a last mention on the work of Latham et al. is worth being made [§]:
they proposed Machine Learning-based tools to pre-process data so as to make
them ready for more complex, higher level modeling and anomaly diagnosis-
oriented approaches, such as applying a CNN to classify time-series images for
anomaly detection in a steel industry context [7].

The main drawback with all these works is that they generally rely on much
knowledge, for instance an initial automaton of the system, or many manually-
labeled data, making these approaches poorly appropriate for unknown systems,
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in blind contexts where the purpose is to automatically detect and classify the
anomalies a system may encounter. For that reason, we propose to use tools
from the domain of Data Mining to address the problem of anomaly detection,
especially in the context of industrial process’ drifts, for they generally require
very little, if not no, information on the system to perform.

3 Proposed Methodology

We propose to use unsupervised clustering to isolate the system’s anomalies,
especially its drifts. We operate in two steps: a first clustering of the historical
data, and a classification of these groups by comparing them to the regular
system’s behaviors, identified and delimited by using another round of clustering.

3.1 Clustering Algorithms

Clustering consists in gathering data into compact and homogeneous groups
within which they share similarities, but not between the different groups. By
considering a dissimilarity score, two data of a same cluster should have a low
score, whilst two data belonging to two different clusters should have a high
one. The purpose of clustering is essentially to find a partitioning of the feature
space minimizing the dissimilarity scores between the data of a same cluster, for
every cluster, whilst also maximizing these scores between the data of different
clusters. From that perspective, clustering is mostly a matter of optimization.
There are plenty of clustering algorithms; they can be categorized into two
categories: the supervised and the unsupervised ones. The former require the
labels of the classes, i.e. the data must be labeled upstream by any means, and
the purpose is to find the best borders delimiting the classes. The latter do no
require such knowledge, they perform very generally, assuming nothing on the
data or classes; they are more generic, but are also more random, for they draw
their own conclusions, without possibility to confirm them. Since we operate in a
blind, Data Mining-oriented context, only the second category can be considered.
One of the simplest unsupervised clustering is the K-Means [9], a divisive
algorithm which draws K points, assimilates them as the clusters’ barycenters,
labels any data with the same class as that of the closest barycenter, updates
the barycenters as the means of the so-built clusters, and redoes that procedure
until satisfying any criterion, typically when few enough data change of category
from a round to the next. The K-Means is one of the most widespread algorithms
due to its simplicity: although naive, it is intuitive. Generally sufficient to get an
idea on the regions of the feature space, it generally provides weak partitionings,
highly sensitive to initialization, and is only able to propose linear borders.
Based on a similar idea, the Self-Organizing Maps (SOMs) replace the notion
of mean of the K-Means by the concept of attraction [6]. Linked within a grid
(referred to as "map" here), the barycenters are attracted by the samples: when
a training data is drawn, the closest the barycenter, the more attracted it is. This
attraction takes the shape of an update of position, which is propagated within
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the whole grid, but which diminishes as the further away the barycenters get.
Doing so allows to greatly speed up the learning stage, since every data updates
the whole grid, and not only one cluster; moreover, by linking the barycenters to
one another, their final topology respects that of the database. Also, a great ad-
vantage of the SOMs is that they are able to deal with even nonlinearly separable
datasets, by using nonlinear learning functions (typically Gaussian-like).

Since the purpose of this paper is to point out the anomalies (drifts) of
dynamic, industrial processes, assuming no previous information, the K-Means
and the SOMs are two good candidates for that task. As a consequence, we will
consider using both for a simple, first version of anomaly detection round.

3.2 Clustering for Behavior Identification and Anomaly Detection

The second step of our methodology consists in classifying the clusters provided
by the K-Means or the SOMs; indeed, these algorithms partition the whole
database, and there is no distinction between the clusters issued: they can either
be regular states or true anomalies. Therefore, a way to distinguish between both
is needed; often done manually, we propose a way to automatize the process, by
comparing the clusters to the regular behaviors (modes) of the system.

We investigated the domain of behavioral identification in some of our pre-
vious works [I1/13], which resulted in proposing a clustering method based on
the SOMs, the Bi-Level Self-Organizing Maps (BSOMs), specifically crafted so
as to automatically identify the behaviors of an unknown system, only using its
historical sensors’ data [12]. It relies on a two-step clustering: first, the dataset is
clustered N times, thus providing several, possibly different partitionings, which
are then all projected onto a new SOM.

In [12], we showed that this method achieves more accurate results than both
the K-Means and the SOMs in the identification of the behaviors of an unknown
system. As a consequence, we propose in this paper to use this approach to
identify the regular behaviors of industrial systems, to which can be compared
the clusters obtained in the first stage to automatically classify them.

3.3 Hybridization of Clustering for Anomaly Classification

Since the BSOMs are good in identifying the behaviors of an unknown industrial
system, by using its historical data only, they can be used to create a reference,
similar to a ground truth, of the system, using a somewhat statistical approach.

Meanwhile, since the manifestation of an anomaly is assumed to be a local,
compact group of data, standing out from the others, it should be quite easily
isolated by more classic clustering, such as the K-Means or SOMs. Unfortunately,
these algorithms cannot distinguish between the nature of the groups (anomaly
or behavior), nor can quantifiers: for instance, both an anomaly and a regular
behavior should be compact, but the latter may comprise more data, whence
the use of a statistical, averaged clustering algorithm such as BSOM.

Finally, to automatically label the clusters, and automatically point out the
anomalies, knowledge greatly useful for system management and diagnosis, we
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propose to compare the erratic clusters (K-Means/SOMs) to the averaged ones
(BSOM): if a cluster is the middle of a behavior, then it is actually a part of it;
else, it is an anomaly. Our methodology is depicted on Fig. [Il

Events
(K-Means/SOMs)

Behavior

Fig. 1. The two-level methodology for anomaly classification.

Behaviors
(BSOM)

4 Results

4.1 Presentation of the Dataset

This paper takes place in the context of the European project HyperCOG, which
gathers fourteen partners, among which three industrial use-cases for validation.
The purpose of this project is to study the feasibility of the hyper-connected
cognitive plant with an Industry 4.0 orientation: a Cyber-Physical System is de-
signed, within which intelligent, Machine Learning-based and cognition-oriented
tools are integrated for automatic intelligent control and system management.

One of the industrial partners of that project is a cement plant situated in
Turkey, belonging to the group CimSA. They produce white Portland cement
and want to integrate high-level tools based on Artificial Intelligence, so as to
ameliorate their management of their processes and smooth their production by
identifying, predicting and eventually correcting the drifts of their systems.

In that context, they provided us with a scenarized dataset containing some
real "events" (assimilated to anomalies). It consists of a six-day long dataset,
from September 09, 2022 at 00:00:05 to September 15, 2022 at 00:00:00, at
5 minute intervals, for a total of 1440 data; they dispose of many sensors, but they
provided eighteen key sensors for conciseness. In this study, for confidentiality
concerns, the sensors’ tags and units will not be shared; this does not impact
the results, since the tools do not require that pieces of information to perform.
Moreover, for the same reason, the data will be normalized between 0 and 1.

The events of this dataset are all the periods when any expert took some
action to handle a key sensor being out of range; this led to four labeled events,
plus an additional one, when a key sensor was out of range, but with no specific
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action taken. The full dataset is depicted on Fig. [2| where every sensor is repre-
sented against time. The regular data are represented as blue crosses, whilst the
events are highlighted as contiguous colored crosses, as mentioned in Table[l] For
every column, the plots share the same abscissa axis (representing the time in
minutes), and for every row, the plots share the same ordinate axis (representing
the normalized data, with arbitrary unit (a.u.) and no dimension).

Although every of the eighteen sensors are represented here to be exhaustive,
in all the following, we will only depict the Sensors 5, 12 and 14, for the events
are easier to distinguish on them. Notice that of the sensors will be used for the
training of the clustering algorithms nonetheless.

4.2 Anomaly Detection with Unsupervised Clustering

The first stage of our methodology is to apply unsupervised clustering, such as
the K-Means (KM) or the Self-Organizing Maps (SOMs), to a scenarized dataset,
i.e. containing real events which occurred during the recording. Before striving
to classify these events, they must be identified; the purpose of this stage is
therefore to check if unsupervised clustering is able to isolate the true anomalies
from the rest of the data: the database will be split, but the question is to know
if the clusters mean anything. Indeed, a dataset may be split in many fashions,
but the ideal case would be to get the anomalies in unique and isolated clusters,
whilst having all the non-event data in another cluster; nonetheless, due to the
possible modes of a system, the "regular" data, it is unlikely that they form a
unique group, whence the investigation of behavioral identification in next stage.

The database is clustered using both the K-Means and the SOMs, using a
large number of clusters, to split it into many pieces; indeed, since there might

Sensor 1 Sensor 2 Sensor 3
1.0
05 - +3 i
0.0 =
Sensor 4 Sensor 5 Sensor 6
1.0 ¥
0.0
Sensor 7 Sensor 8 Sensor 9
= 10 T e i L E e
T os| il W Wﬂ *i:i"ﬁ B g
% 001" dad E 5 E
1S Sensor 10 Sensor 11 Sensor 12
1.0
£ o 1%_} = %l—-{ﬁ X A i! )
g ol A N | Ty, Py L
§ Sensor 13 Sensor 14 Sensor 15
1.0 X i) I + FHF ¥ EFE FF
05| T o i + +7+
ool E B T e S —
Sensor 16 Sensor 17 Sensor 18
1.0
05¢ T Frr
0.0 & ¥ £+ : !
0 200 400 600 800 1000 1200 1400 0 200 400 600 800 1000 1200 1400 0 200 400 600 800 1000 1200 1400
Time [min] Time [min] Time [min]
+ Original data Event 1 +  Event2 + Event3 + Event4 +  Event5

Fig. 2. The eighteen sensors and the corresponding events (all colors but blue).
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Table 1. List of the events to be identified.

Events Starting Time Ending Time Color Scheme
Event 1 2022-09-10 19:40:00 2022-09-11 01:00:00 Orange
Event 2 2022-09-11 07:45:00 2022-09-11 11:45:00 Green
Event 3 2022-09-12 18:00:00 2022-09-12 19:50:00 Red

Event 4 2022-09-13 04:10:00 2022-09-13 07:25:00 Purple
Event 5 2022-09-14 03:50:00 2022-09-14 07:35:00 Brown

be several events, which often comprise few data, it may result in many salient
groups, thus there must be enough objective classes in the unsupervised cluster-
ing stage to represent them all. As a consequence, the K-Means will be trained
with K = 15 and the SOM will consist of a 4 x4 nodes grid. The training is made
using any of the eighteen sensors of the database; the three selected in section 1]
are depicted on Fig.[3] where the original data are on the uppermost row of plots,
with the events represented as colored crosses (with respect to Table , and the
clustered database using the K-Means and a SOM are represented on the middle
and lowermost rows, respectively, where every cluster is represented by a unique
color. Notice that the colors are arbitrary, for there can be no correspondence
between the clusters issued by the K-Means and that of the SOM.

The clusters issued by both methods generally achieved to isolate every event
but Event 3 (red), even though some inertia can be noticed. For instance, Event 1
(orange in the uppermost row of Fig.[3) can be assimilated to the cluster in cyan
of the K-Means (middle row), and to that in brown of the SOM (lowermost row);
in both cases the clusters are a little larger than the real event’s data, but the
region is nevertheless correctly identified. For both methods, the correspondences
between their respective clusters and the real events are summarized within
Table [2f globally, all the events were correctly identified, except Event 3, which
is too small and which does not comprise truly salient data, which was missed.

4.3 Behavioral Identification with BSOM

In order to classify the clusters obtained in section they can be compared
to a ground truth; that piece of information is generally hard to obtain though,

Sensor 5 Sensor 12 Sensor 14
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Fig. 3. The three selected sensors clustered using the K-Means and the SOMs.
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Table 2. Correspondence between the clusters and the events

Events Color Schemes

Database K-Means SOMs
Event 1 Orange Cyan Brown
Event 2 Green Brown Dark Green
Event 3 Red Missed Missed
Event 4 Purple P Red Khaki
Event 5 Brown Orange Orange

thus, with respect to [13] and [12], we used a BSOM to cluster the database,
considering all its data, so as to identify and delineate the processes’ behaviors.
The identified system’s behaviors (modes) are depicted on Fig. 4] obtained using
a set of 10 SOMs of size 3 x 3. The BSOM comprises six nonempty clusters, which
can be assimilated to the historical behaviors of the system; actually, the blue,
red, green and orange ones are true modes, but the brown one is more a catch-
all cluster (somehow outliers), and the purple one is a real anomaly, which was,
ironically, isolated by the BSOM also, due to the great saliency of its data.

4.4 Comparison of the Clusters with the Behaviors

Now that the database has been split into pieces by unsupervised clustering,
isolating most of the anomalies as distinct groups, and that the behaviors of the
system have been pointed out, both sets of results can be used to classify the
clusters obtained in the first stage. Indeed, the motivation behind using an av-
eraging clustering as of BSOM for behavioral identification is to get the typical
state vectors corresponding to the different modes of the system; indeed, despite
the presence of anomalies, one can assume that they are greatly rarer than the
regular values, thus, using clustering allows to point out the main regions of the
system (its standard ways to behave), and using an averaging clustering dimin-
ishes the impact of the outliers (the anomalies); as a consequence, the clusters’
barycenters (also called patterns) should be representative of these modes.

In that context, in order to classify the clusters issued in the first stage,
they can be compared to the system’s behaviors, issued in the second stage. A
relevant fashion to do so is to compare their respective patterns, for they are
representative of the clusters, but with the impact of the outliers diminished.

= Sensor 5 Sensor 12 Sensor 14

.g + @ + +

® + +

£ J} } i& + : o

5 + ; £ !
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Fig. 4. The system’s behaviors on the three selected sensors.
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As a consequence, for a given cluster, the first step consists in searching for
the closest behavior, by computing the Euclidean distances between its pattern
and that of all the behaviors, and then selecting that with the lowest distance.
Once identified, the pattern of this behavior can be compared to that of the
considered cluster to be classified; this comparison can be a vectorial ratio, which
indicates how close the cluster’s barycenter is from the corresponding behavior’s
barycenter. Eventually, since an anomaly generally occurs for only a few sensors,
the maximal value among all the dimensions can be considered: if high enough,
it means that the cluster greatly differs from its closest behavior, thus it can be
classified as an anomaly. This methodology is applied to all the clusters of both
clustering methods, whose results are gathered within Table

From this table, it is noticeable that the clusters corresponding to the anoma-
lies (clusters 2, 4, 5 and 9 for the K-Means, and clusters 1, 2, 6 and 9 for the SOM,
with respect to Table [2]) got globally higher ratios than the others. For instance,
for the K-Means, they got the highest ratios, meaning they are the most dissim-
ilar clusters from their respective closest behavior: they are true anomalies. This
statement is a little less true for the SOM: three of these four clusters got high
dissimilarity scores, but the last one got quite a low; this is due to the fact that
the dark green cluster issued by the SOM spans across two regions of the feature
space (corresponding actually to the Events 2 and 3), thus it becomes similar to
a true mode of the system, whence the proximity to the green behavior. For the
SOM again, some clusters got high scores, even though they are not expected to
be true anomalies, such as cluster 8: this is due to Sensor 15, whose values are
very high for this cluster, which may be a regular way to behave and thus which
was not tagged as an anomaly by the CimSA’s experts (for it is actually not).

Table 3. Ratios between the clusters’ patterns and the behaviors’ patterns. The ratios
of the clusters corresponding to the events (cf. Table |[2]) are highlighted in bold.

Clusters K-Means SOM
Closest Mode  Patterns’ ratio Closest Mode  Patterns’ ratio

Cluster 1 1 16.73 1 12.04
Cluster 2 5 23.94 5 23.21
Cluster 3 2 13.76 1 13.46
Cluster 4 1 23.87 3 13.63
Cluster 5 4 19.58 1 15.13
Cluster 6 1 17.33 4 21.52
Cluster 7 1 13.02 6 13.18
Cluster 8 1 11.80 5 27.79
Cluster 9 6 12.73 1 23.57
Cluster 10 4 21.85 2 19.54
Cluster 11 5 11.91 4 33.17
Cluster 12 3 13.28 1 18.43
Cluster 13 1 12.64 4 13.34
Cluster 14 2 13.73 2 16.50
Cluster 15 | BB 14.98 | 19.03
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5 Conclusion

In this paper, we proposed an automatic, Machine-Learning-based and data-
driven methodology to address the problem of anomaly detection and identi-
fication of an unknown system, in an Industry 4.0 context. To that purpose,
we proposed to proceed in two steps: first, partition the feature space of the
system using a standard unsupervised clustering method (e.g., K-Means or Self-
Organizing Maps) so as to split it into pieces and isolate the anomalies; then, par-
tition it anew using a higher level, averaging clustering algorithm (e.g., BSOM)
so as to point out the behaviors of the system, which can serve as ground truth;
third, compare the clusters issued by the first stage to the behaviors issued by
the second stage, so as to classify the clusters as anomalies or behaviors.
Applied to real industrial data, provided by a cement plant (CimSA group),
as of a scenarized dataset comprising a handful of events which occurred during
the recording and which led to the intervention of any experts to correct the
related drifts, we showed that unsupervised clustering was globally able to isolate
the event’s data as distinct groups, that the averaging clustering proved able to
point out a good estimate of the true modes of the system, and that comparing
the clusters to these behaviors allowed to classify most of them as true anomalies.
Although promising, the main weakness of this study is the relative small-
ness of the dataset: it comprises 1440 samples only, which is great to give a first
insight, but which may not be as representative as one would expect. Conse-
quently, as future work, we are currently collecting more data and refining the
notion of "events" and "anomalies" with our industrial partners to build larger,
more representative and more meaningful datasets for anomaly detection. More-
over, we plan to refine our approach by applying intelligent modeling, which we
expect will help follow the evolution of the system and prevent the anomalies.
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